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typedef struct Devicelnfo_st{

unsigned char IssuerName[40]; / W &4 7= 4R

unsigned char DeviceName[16]; // ¥ &5

unsigned char DeviceSerial[16]; // % #&%i5, Bi5H
W s, WK

unsigned int DeviceVersion;  // % i 8 £ I & B A
P TRSS
unsigned int StandardVersion;  // Z 0¥ 4% S 2

FRTE R A 5

unsigned int AsymAlgAbility[2]; // > $5¢ 1T 3E XS FR A
%

unsigned int SymAlgAbility;  // 325 R0 R 2 05 50
%

unsigned int HashAlgAbility; // SZHFRI %R L
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}DEVICEINFO;
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SGD_SM1_ECB:0000 0000 0000 0000 0000 0001 0000
0001(0x00 00 01 01)

SGD_SM4 ECB:0000 0000 0000 0000 0000 0100 0000
0001(0x00 00 04 01)

SGD_SM4_CBC:0000 0000 0000 0000 0000 0100 0000
0010(0x00 00 04 02)

B0 FROn % 5 7% AL F5 SMIL. SSF33. SM4. ZUC,
TAEB {145 ECB ( Electronic Code Book FEAZAAE ) |
CBC (Cipher Block Chaining % fiZh 4 41 %% # #5% :{) . CFB

(Ciphertext Feedback % 3C Jx %t 1 ) . OFB (Output
Feedback iy Hi & i ) %5 "7, ECB. CBC. CFB. OFB
FIgE5 9 01, 02, 04, 08.
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0. SDF_GenerateKeyWithKEK: 1] & hn % 2 8, k430
AN

1. SDF_OpenDevice: ] JF ¥ %%, 3R1G B4 AIAN;

2. SDF_OpenSession: il g 2x 1, KA 1HAIN;

3. SDF_Encrypt: | FH 2315 % BN 2 Hdi «

4. SDF_CloseSession: 231, 845216 A

5. SDF_CloseDevice: K%, 44585 4% AR o

SIS, REET,
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int SDF_GenerateKeyWithKEK(
void * hSessionHandle,
unsigned in uiKeyBits,
unsigned int uiAlgID,
unsigned int uiKEKIndex,
unsigned char *pucKey,
unsigned int *puiKeyLength,
void **phKeyHandle);
uiKeyBits 48 & 45 BN %5 % 9110 K, SM4l™ 5 %
Ky 16 #75; uiAlgID 2 5k hR iR, SM4 Fikbnil
0x00 00 04 01™"'; wiKEKIndex Jy 25 AGHL A 5 47 it 2 £H I 2 %
IR GIME, 0 PIE B AL b b ZUAN e LB S5 07 A

DAL A 5 B L m 2 EH PR A2 i K FH A S () 25 EH I35 55 41,
F R AT, BIINE % H KEK 7R &R 515 5 A
phKeyHandle iR [ {13 53000, N TN R %L
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Message Authentication Code, HMAC) P, 3K F] SM3 7% %
Bk P EH K. HE D, i HMAC AR T

HMACsy3(K,D) = H((E@OPAD) | |H(E€91PAD) [1D))

AT MAC 5 H R BUE ALY

int SDF_CalculateMAC(

void * hSessionHandle,

void *hKeyHandle,

unsigned int uiAlgID,

unsigned char *puclV,

unsigned char *pucData,

unsigned int uiDatal.ength,

unsigned char *pucMAC,

unsigned int *puiMACLength);

hSessionHandle 8 % & 7 B % 5% Hl < & A1) W,
hKeyHandle 18 % it 5 HMAC 7 Z () % 1 A4k, uiAlgID 1%
F il I MAC 5%, SM3 S kb5 IH N SGD_SM3(0x00 00
00 01), pucData 183 75 21T MAC THE KB ST,
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